

























































































MEMORANDUM OF UNDERSTANDING — UNIT # 94 (January 1, 2024 — December 31,

2025))

DEFINITIONS:

RESPONSIBILITY :

Department Heads &
Supervisors

CGMD NUMBER 116

“City equipment and systems, and City work locations” is defined herein to
include, but not be limited to, the following items whether they be owned,
bought, used, paid for, leased, borrowed, or given to areas and the City: Work
spaces, desks, lockers, City vehicles and equipment, computer and video
equipment, printers, copiers, supplies, telephones, mobilke data temuinals, fax
machines, radios, email, text messages, other mail and electronic messaging
services, voice mail, and Internet services fas assigned, including chats,
newsgroups, and Intemet email), or any files

“City business" includes, but is not limited to, conducting the business of the City
of Santa Clara and monitoring employee work performance and conduct.

“0ff-Duty time” inclodes employes time before and after work shift, lunch {or
meal period breaks), and approved vacation/other leave time.

“Smartphone” means a mebile handheld device with advanced features like e-mail
and Internet capabilities.

ACTION

1. Authorize issuance and discourage misuse of City equipment, work locations,
and Smartphone devices. Approve replacement of lost, stolen or damaged
City-owned devices. Replacement costs will be charged to the user’s
departrment, which is then responsible for handling reimbursement of City
funds with said user. Replacement and Maintenance costs for any personal-
owned devices are the sole responsibility of the employee.

2. Understand that the Citys security software for the Internet may record for
management use the Internet address or site visited by the employee and
keep record of any network activity in which the employee transmits or
receives any kind of file; the deletion of a message or file from some
electronic systems may not fully eliminate the message from the system.

3. Understand that “any writing containing information related to the conduct
of the public's business, prepared, owned, used or retained by any state or
local agency regardless of physical form or characteristics” (Government
Code Section 6252) and under sorse circumstances, communications sent by
email, may be subject to disclosure under the Public Records Act or litigation

4. Notwithstanding statements in the CMD to the contrary, occasional use of
City equipment by an employee during off-duty time, i.e., typing of a personal
letter during the lunch period, or use of a telephone for urgent reasons (see
CMD 78), may be granted from time to time at the discretion of and upon the
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GMD NUMBER 116

approval of the Departruent Head.

In addition, uses by City employees, during off-duty time, of specific City
equipment may also be alloveed where certain fees for use of this eguipment
have been established {i.e., minimal copying, or use of a fax machine, etc.).

Managers and supervisors who are authorized to serve as officers of a
professional society andlor association in accordance with CMD 49, and
viho have authonized use of City resources in accordance with the provisions
of that CMD, should not have expectations of privacy or confidentiality of
information or files placed on City equipment.

Become informed and comply with the policies of this CMD.

Do not use City equipment, work locations, or authorized access to City
networks or systems improperly. Improper use includes any personal use for
convenience or profit, playing of games, or use to convey derogatory,
defamatory, obscene, or otherwise inappropriate actions or messages or any
information unrelated to City business. Personal mail, packages, or catalogs
should not be received or sent using a municipal address.

Employees shall take reasonable measures to safeguard City property and
systems to prevent loss or damage. In the event any City-owned or issued
device or privately-owned Smartphone is lost or stolen, or the occumence of
any incident or suspected incident of unauthorized access and/or disclosure
of City resources, the user shall immediately report such to his'her
supervisor and the IT Help Desk. Service will be immediately terminated.
Users should immediately report to hisher supervisor and the IT Help Desk if
the device is recovered. IT will work with the user to restore service as
quickly as possible.

The provisions of this CMD also apply to employee use of non-City issued
equipment and systems brought into work locations and used for City
business. Employees utilizing non City-issued equipment assume
responsibility for the repair or replacement of such equipment, including
Smartphones.

Nothing in this CMD is intended to or shall be construed as affecting the
duty and obligation of City employees to maintain the confidentiality of City
documents and information which the employee has access to through his or
her employment with the City. It is also not intended to nor shall it be
construed as granting access to non-City employees to otherwise
confidential City documents and information.
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GMD NUMBER 116

12. Employees should understand that the City's security software for the
Internet may record for management use the Internet address or site visited
by the employee and keep a record of any network activity in which the
employee transmits or receives any kind of files. Any records transmitted or
received are recorded and stored in an archive file; deletion of a message or
file from some electronic systems may not fully eliminate the message from
the system.

13. Understand that “any writing containing information related to the conduct
of the public's business, prepared, owned, used or retained by any state or
local agency regardless of physical form or characteristics” [Government
Code Section 6252} and under some circumstances, communications sent by
email, may be subject to disclosure under the Public Records Act or litigation.

14. Employees should understand that the City"s network allows Management to
access employee passwords. Upon request, employees shall provide their
systems passwords to their Department Head to allow access to all files and
systems in the employes’s absence or as required. Lockers, desks, files or
other secured City equipment, systems, or work locations, may also be
accessed by the City.

15. Employees shall not knowingly use City equipment or systems, or City viork
locations, to download or distnbute pirated software or data, or to violate
Penal Code Section 502, applicable Federal lawis, City policies, rules and
regulations, including the City's Code of Ethics & Values. Employees shall
not use the City's equipment, systems or work locations to disrupt or
destroy the City’s program systems, nor shall they attempt to disable any
security system.

16. Violation of this policy, through direct action on the part of the employee, or
through carelessness or negligence, may result in formal disciplinary action,
up to and including termination.

17. Unit 9 employees should understand that Smartphone devices they obtain
through the assistance of an allowance program are considered personal
devices and are under the ownership of the employee. All service,

maintenance, and replacemient costs are the responsibility of the employee.

IT Departmsent:
18. IT reserves the right to terminate without notice any authorized Smartphone

device, service and access to City network or system that may result in a
potential security nsk to City network systems, data, users, residents and/or
other City assets and resources.

19. IT reserves the right to perform a remote wipe of a user's Smartphone,
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erasing all data and contents, if there is a reasonable belief that the device
has been compromised and/or poses a potential secunty risk to City network
systems, data, users, residents andlor other City assets and resources.

20. IT will provide minimal support for privately-owned approved and authorized
Smartphone devices. This support is limited to basic documentation to
enable the user to connect the device to City networks and systems, and
basic troubleshooting to determine if any connection problems are on the
City side or outside of the City's control. All additional technical and
function questions(issues shall be the responsibility of the user.

Questions regarding this CMD may be addressed to the City's Director of Human Resources.

Cross Reference:
CMD 3 - Overnight Use of City Vehicles
CMD 31 - Transaction of Personal Business During Working Hours
CMD 49 - Membership in Professional Societies and Associations
CMD 78 - Personal Use of City Telephones
City Code of Ethics & Values (Attachment to CMD 67, Gifts & Favors to Individuals)
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