


























































MEMORAND UM OF UNDERSTANDING - UNIT# 9A (Janua,y 1, 2024 - December 31, 
?n?,ll 

. POLICY AS TO 'PRIVATE 
DEVfCES•: 

CMD filUMBffi 1115 

for pu~poses of monitoring emplovee work perforn ance amd ccmduct. Under 
existi1111 provisions of the law, the City reserves the right to mo11itor the use of 
City equijX1lent for an•/ reason, includ111g the right to re11iew, audit and discll>Se all 
matters sent O'leJ or stored in City llocation:s or equiinent systems to en:sure that 
uses are in aimpriance with all laws imc1udin11 copyright fav,s and City po licies, 
including the City Code of Ethics & Va[ues . 

Only Cit',' approved and authorized Snaartphone de•,ices are permitted to access 
an•, City netviork or s•1•s1ens. The appro\.oed !ESt of deirices is naintaimed by 
bdormation technology UH and listed on the Smartphooe Access Authorization 
foRII lfo rm available frnn IT Helplleskl. 

A user ,~ho ccmoects to City networks 1Uia an authorized S111a11plooBe de'Llice or 
s:erviee must e11Su re that a II components of hESlller ,~ir,e!ess connecticin r,emain as 
sect1re as his1'her network access. All Smartphones and! aiomectio.ris to am•; C"rty 
netv1,ork or systems shall be usedl to conduct CiW business amd utilired 
apprcpriatelv, responsibly and ethicall•,•. All autllorized Smartphone de'L!ice and 
service us:ers shall, without exception, use secure renote access procedures. 
Enforcenent of this provision will !be by device passwords in aooo:rdance with the 
C'rty's password polic<1•. 

P,rior to in-itial use er connection to Cit',' networks er s•,steos, a111horized 
Smartphone de11iees, soh,vare and rela1ed services must be registered with IT. 
City employees, contractors, or "'as needed·' staff in possession of an authorized 
Smartphone device shall not make modilicatioms of an•; kiod ,to the de11ice, its 
software, aniUor sef'Uice that na•,• potentilall•; con prooaise the imtegrity of !City 
oetv110rks or systems, without the ,express v1ritten appro,,al of IT. This inctudes, 
but is not rimited t,o, split tunnelim11, dual hocoiog, no&standard lbard1vare or 
securit•r conliguratioms, etc. 

Users are advised tha,t applicab'le 'law related to pubrie records mav require • Ile 
pro.duction of certain records on pril/.ate devices. llsers are advised t,o adhere to 
City CMD's related to public reco rds and email retention to avoid the potentral 
disclosure of infornation from their private devices, 1N1 rtieutar1v those users that 
receive a stipend for pri'late devices. 

W-rt h res,pect to Publi.c Safety Officers, it is in1ended that this CMD be read 
to!Jether wifh the I\Jbr.c Safety Officers Procedural Bill of Righ s. 
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MEMORANDUM OF UNDERSTANDING - UNIT# 9A (Janumy I, 2024 - December 31, 
2025)) 

DEFI NITIONS: 

RESPOHSIBILITY : 

Department Heads & 
Supervisors 

CMD NUMBER 116 

· city equipment and systems, and City work locations• is defiried herein to 
include, but not be Fnited to, the following items \"Yhether they be owned, 
bought, used, paid for, leased, borrowed, or gi\len to areas and the City: Work 
spaces, desks, lockers, City 'lehicles and equipment, computer and 11ideo 
equipnent, printers, copiers, supplies, telephones, mobile data teminals, fax 
machines, radios, email, text messages, other mail and electronic ReSsaging 
Stt11ices, voice 11ail and lriternet se!'lices las assigned, including chats, 
newsgrnups, arid Internet ernaill, or any liles 

.. City business" includes, but is not fimited to, conducting the business of the City 
of Sarita Clara, and! raonitoring employee work pe,fomance arid conducl 

-Off-Duty tille" includes employee time befo re and after work shift, lunch lor 
mea I ,period breaks), arid approved 11acationlother lea'le tille. 

•s11artpllo ne" means a mo'bite handheld device with advanced features like e-nail 
and Internet cal)ilbilities. 

ACTION 

I. Authorize issuarice and discourage misuse of City equip11ent, work locations, 
and Smartphone devices. Appro\•e replace11ent of lost, stoleri or damaged 
City-owned devices. Replacement costs will be charged to the user's 
department, which is then responsible for handling reimbursement of City 
funds with said user. Repta·ce11ent and Maintenance costs for any persona 1-
•owned devices are the sole respomibility of the employee. 

2. Understand that the City's security software for the Internet 11ay record for 
ma nagement use the Internet address or site visited by the employee and 
lkeep record of any network activity in which the employee transmits or 
recei1,es any kind of fi le; the deletion of a message or fife from some 
electronic systems may not fully eliminate the message fro11 the syste11. 

3. Understand that "any writing containilg information related to the conduct 
of the public's business, ,prepared, owned, used or retained by any state or 
local agency regardless of phys·ical form or characteristics" (Govern11ent 
Code Section 62521 and under so11e circu11stances, coniraunications sent by 
email, may be subject to disclosure under the Public Records Act or litigation 

4. Notwithstanding s,tatenents ii the CMD to the contrary, occasional use of 
City equipment by an enployee during off-duty time, i.e., typing of a personal 
letter during the lunch period, or use of a telephone for urgent reasons (see 
CMD 78), may be granted fr,om time to time at the discretion of and upon the 
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MEMORANDUM OF UNDERSTANDING - UNIT # 9A (Janua,y 1, 2024 - December 31, 
2025)) 

All E11ptoyees1'Users 

CMD NUMBEII 1115 

approval of the Depannaent Head. 

5. In adortion, uses h•t' City em,ployees, during off,duty tin.e, of specific aty 
equipnent may also lbe allovred where certain fees for use of tbis equipnent 
ha,,~ beenes1ablished li.e., 11innal aipying, or use of a fax machine, etcJ. 

6. Mana11Crs and supervisors who are au borired to seflJe as officers of a 
prof e$Sional society and1'or association iri accordance with CMD 49, and 
vrho have authorized use of Uly r,esoorces 1in accordance with the provisions 
of that CMD, should inot have eJpectations of privacy or confidentrarity of 
info111ation or files pfaced on City equitJment. 

7. Berome info 1111ed and com pl,, with the policies of this CMD. 

8. Do not use 1City equipment, work locations, or authorized access to 1Cily 
rrnehvorb or systems 1improperl1,' . Improper use includes any personal use for 
icomreriience or profit, pfayir111 of ga11es, or use to oonvey derngatory, 
defamatory, o'I,scene, or othemise inappropriate actions or messages or any 
info1111ation unrelated to City business. Personal mail, packages, or ca1alogs 
shDUld not be received or sent usin11 a n unicipal address. 

9. Employees shall take reasonable measures to s-afeguard 1City propertv and 
systems to prevent lass or dc111age. In the event an't' Citv·owned or ~SIOOd 
device or ,privately-owned Smrtphone is los1 or stolen, or the occurrence of 
an•,' incident or suspected incident of unauthorized c1ccess c1ndfor disclosure 
of City resources, the user shall immediately report such to hislher 
supen,isor arid the IT Help Desk. Senrice will be immediately terminc1ted. 
lllsers shGuld i-nmedic1telv repo.rt to 'bisJher supervis-or and the IT Help Desk if 
the de\lice is 1feeovered. IT will work with the user to restore service as 
quickly as possible. 

10. The prollisions of this CMD c1lso c1 pply to employee use of no n-City issued 
equipnent and systems brought into work locations and used for City 
!business. IE.raployees utilizin11 non City-,issued equipment assume 
1res,ponsibility for tile repair or replace11ent of such equiJX111ent, iricluding 
.Smc1 r(phones. 

11. INothin11 in this CMD is intended to or shall be construed c1s affectin11 tile 
duty and obli11ation of City employees to mc1intain tile confidentiality of City 
documents and information which the employee has access to through his or 
her emplovment with the City. It is also not intended to nor shall i,t be 
construed as grc1nting access to non-City employees to otherwise 
,confidential City documents and infomc1tion. 
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MEMORANDUM OF UNDERSTANDING- UNIT# 9A (January I , 2024 - December 31, 
2025)) 

IT Departnent 

Cr.1D'11UMBER 11 6 

12. Employees shou'ld understand that the ,City's seaJriw software for the 
lntemet may record for mana,1119ent use the Internet address or site 11isited 
by the employee and keep a record of <111 '1' netl•rork acti\lity in which he 
eniplO"ree transmits or receives any kind of fi les. Any irecords trans11itted or 
recei'l'ed are rec.orded and stored in an arehi1,1C file; deletion of a message or 
file frm sone etectnmic systems may not fully eF111ina1e the message from 
the system. 

13. Understand that "any writing containing i11form ati1m re~ted to the conduct 
of the pub~c• s lbusi11ess, rp~epared, owned, used or retaimed by any state or 
llocal agency regardless of ph•,sical fomn or char.acteristics" [(fo1,ernne11t 
Code Section 62521 and under sone circtJDsta11ces, cet1111unic.itions sent by 
email, may be subject ~o 4faclowr•e under the :Public Reoords Act or litigation. 

14. Employees should understand t:1,a1 the Cit',''s net1Nork a1r011vs Management t,o 
access emplo111ee passwords, Upon request,, enptoyees shall pro,,ide their 
systems pasm-ords 10 their Department Head to allfo.111 access to al files and 
systems in the enp!o,yee's abse11ce or as required. Loc~ers, desks, files or 
other secured Cit•,' equipment, systems, or work l111cations, may illso be 
accessed by the Cit•1•. 

15. Employees shall 111ot kno1'lli~gly use Cit1; equiixment or systems, or City wort! 
locations, 10 dovmload or distrioote pirated rohware or data, or to 'lliolate 
Penal Code Secti111.11 502, appfDCable Fedaal taws, Cit•, poricies, rules and 
regulations, includi11g the City's Code of Ethics & Values. Employees shall 

111ot use the City's -equipnent, s•,ste11s or v11Drk loca1i111ns to disrupt or 
destroy the Citv's program system, lflDr shall they atte11pt to disable any 
securi,ty systen. 

16. llio!ation of this policy, through direct acti111 11 on the part of the employee, or 
through carelessness or negligence, may result in formal 1fisciplina r, ai::tion, 
up to and ir1cluding ternination. 

17. l!Jnit 9 employees should understand that Smartphor1e de'iices they obtairi 
through the assistilnce of an allowance pro11ra11 are consiiler,ed personal 
devices ilnd are under the ownership of the emplo•,ee. All ser'lice, 
maintena11ce. and replacenent costs are the responsibirity of the e11ployee. 

18. IT reser~-es the right to terminate without notice ilny iluthorized Smartphone 
device, service and! access to City network or systen that 11ay result in a 
pote11tial seaJritv risk to City network systems, data, users, residerits and/or 
,other Citv ilSSets ilnd resources. 

19. IT reS:ef\les the right to perform a rem ote ,'llipe of a user's Smar,tphone, 
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MEMORANDUM OF UNDERSTANDING - UNIT # 9A (Janua,y 1, 2024 - December 31, 
2025)) 

CP.IID NUMBER 11 6 

erasing all data and contents, if here is a reasonable belief that the device 
lhas been ai11pr,ornised and/or poses a potential security risk t,o Cit',' network 
systems, data, users, residents a11dlor other City assets and resources. 

20. IT will pro11ide mi11irnal support for pr ivately·O\'Jned approved and authorized 
Smartphone de'llices. fihis Slllpport is fimited to basic do0111111entation to 
e11a'ble the user to Cl)fll'lect the de"Uice to City networks and system, and 
lbas:ic troobteshooting o de1emine if .any a mriection problems are on the 
Cit'; side r outside of ~he City's control. All additional technical and 
furictilln questions1~ssues shall be the responsibility of the user. 

O.uestions regarding this :CMO 11ay be addressed to the Uily's Directorof H11ma n Resources. 

Cross Ref~ ence: 
CMD 3 -OU'emight Use of City Vehicles 
CMD 31 • Transaction of Personal IBusiriess Outing 1,"orkin11 Hours 
CMD 49 • Member~hip in Professillnal Societies and Associations 
CMU 78 • Personal Use o.f Cit~, Tefephones 
City Code of Ethics & Val~ (AUacl'lllenttoCMD67, Gifts & favors to lradivid11als) 
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